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SENIOR INTERAGENCY GROUP (INTELLIGENCE)
INTERAGENCY GROUP/COUNTERMEASURES (POLICY)
WASHINGTON, D.C. 20505

DCI/ICS-87-0822
6 April 1987

MEMORANDUM FOR: IG/CM(P) Members

Executive Secretary ?

SUBJECT: Final Minutes--Fifth IG/CM(P) Meeting, 10 March 1987

Attached is a copy of the final minutes of the 10 March 1987 IG/CM(P) |
meeting. Attachments 2 and 3 were provided with the draft minutes and are not

being re-transmitted. Please transfer to final minutes.

- 25X1
Attachment:
al/s
Regraded Unclassified upon _ 25X1
removal of classified attachment - ' !
_ : |
SECRET/ _ 25X1 |
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CCISCMS/ICS:

Distribution of D/ICS-87-0822 (w/att as shown):

Mr. ‘Alderman, 0SD

Mr. Donnelly, ODUSD(P)

Mr. Anderson, ODU§D(P)

Mr. Latham, ASD C°I

- COL Gallo, OACSI, DA

- RADM Flynn, Navy

- Mr. Cornett, Air Force

- Mr. Guenther, Marine Corps

- CDR Williams, Coast Guard

. one for JCS)

Mr. Penrith, FBI
Mr. Corry, State
Mr. Lamb, State (via Mr. Corry)
Mr. Major, NSC

Ms. Lawton, Dod

Mr. Jackson, Commerce
Mr. Seaton, Energy (via Mr. Barker)
Mr. Foss, Treasury
Mr. Garfinkel, ISO0
ADCI _

ER

D/ICS (via DD/ICS)
ICS Registry

IG/CM subject

IG/CM chrono
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SUMMARY OF IG/CM(P) MEETING
' 10 MARCH 1987
ROOM 6W02, COMMUNITY HEADQUARTERS BUILDING

1. The fifth meeting of the IG/CM(P) was convened at 1400 hours,
10 October 1987 by the Chairman, Mr. Craig Alderman, Jr., Deputy Under .
Secretary of Defanse (Policy). A list of individuals attending is at 25X1
Attachment 1. ‘

2. The Chairman made the following opening remarks, resulting in the
actions indicated:

a. Substantive changes of the draft minutes for the fourth I1G/CM(P)

meeting were received from Group members and inserted into the record. 25X1
COMMENT: The minutes of the fourth meeting are now consfdered
Tnal. 25X1
25X1
25X1

3. The scheduled agenda was‘discussed:

a. PHYSICAL SECURITY COMMITTEE :

The Chairman announced to the Group members that Mr. Louis Schwartz,
Jr., State, has accepted the Chair of the Physical Security Committee.
Mr. Schwartz commented that he considered it an honor and was Tooking
forward to the contribution the Group can provide to the Intelligence

Community.

He announced that the Physical Security Committee will have its first

meeting on 23 March 1987 in Room 6W02 at 25X1!
ACTION: A11 respondents should provide the names of their '
representative to the Chairman, Physical Security committee. 25X1;

SECRET, 25¢1
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b 'SECURITY LOCK SHORTCOMINGS:

Mr Schwartz, Phys1ca1 Security Cha1rman, 1ntroduced Mr. Fred Brandt,
Department of State. Mr. Brandt presented the results and findings of the
independent studies of the Interagency Advisory Committee on Security
Equipment (IACSE) of Group 1 and Group 1R combination locks, which were
conducted last year under .the sponsorship of the IACSE lock subcommittee
(Attachment 2). Mr. Brandt informed the Group that the Department of
State, Central Intelligence Agency, Federal -Bureau of Investigation, and
Department of Defense have taken lead roles in addressing the ‘
government-wide impact of and potential solutions to this threat and have
:prepared a paper for the Group (Attachment 3). Mr. Brandt informed the
Group that it appears that the current Group 1 and 1R locks are vulnerable
to computer and technically enhanced manipulation techniques. Previously
established 20 hour protection against surreptitious entry apparently has
erroded to four hours or less when attacked by state-of- the-art :

~ technology. [::::::] 2 25X1

A consensus was reached by the Group detailing what interim steps
could be taken to control and to address existing vulnerabilities.
‘Specific long term issues that impact the future direction and continued
safeguarding of national security information and assets were also
considered. The following recommendations were presented by Mr. -
Brandt: D ' ' , 25X1

(1) ‘Advise the lock manufacturer that the government wfl] be
undertaking a thorough review of ifications for Group IR Tocks R
with the idea of revising them. [ﬁfﬁj _ 25X1

(2) Initiate action to develop new lTock ‘specifications and test
standards. . _

25X1

(3) Identify.and coordinate government agency efforts to
develop potential near-term countermeasure technologies. ] - 25X1

(4) Establish a near-term government Taboratory capab111ty to
evaluate attack methods, counte re techniques, and test '
standards for combination 1ocksrTfiij | 25X1

'Mr. Leek indicated that the Nava1 Civil Eng1neer1ng Laboratory (NCEL)
could review the IACSE study and come up with cost estimates, as well as _
validate the IAC udy results and develop draft lock specifications and '
test standards. | | T 25X1

ACTION: NCEL is to prepare a cost estimate for va11dat1on of the
IACSE study results and for the development of new test standards and
"specifications, including a draft federa1 spec1f1cat1on [:::] - 25X1

The Chairman queried the Group as to what should or could be done to.
revise the existing procedural security policy dealing with classified
information. Mr. Garfinkel, IS00, suggested that ISO0 Directive 1
(paragraph 2001.43) be‘rev1ewed and, if substantive corrective. changes

SECRET : __ . 25X
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require immediate revision, he would coordinate the recommendation with
the National Security Council for immediate implementation and advise the

e/em(P). [ | 25X1
ACTION: Each agency review IS00 Directive 1 and provide their
input to the Director, IS00, by 2 April 1987. 25X1
| 25X1
25X1
I

ACTION: The Central Intelligence Adency, Federal Bureau of
Investigation, and the Department of Defense were tasked to provide their
assessment of the threat to the GSA locks and provide their findings to

the Chairman at the next IG/CM(P) meeting scheduled for 7 April 1987. 25X1

c. COUNTERIMAGERY NSDD:

25X1

] 251

] 25X1

25X1

,—‘ 25X1

d. REPORT ON PRESIDENT'S TASKERS

(1) Chairman of the Personnel Security Committee, 25X1
reported to the Chairman that ;is committee has met several times and

SECRET 25X1
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will have their input to the Secretariat by the end of the month. 25X1
' requested that one of the actions being handled by the Information urity
Committee be transferred to the Personnel Security Committee. 25X1
ACTION: ‘
(1) Chairman reviewed the sequence of actions by which the
recommendations in the President's report to Congress on the nation's
counterintelligence and security countermeasures plans, programs, and
 capabilities were assigned to the several committees to coordinate
and collate their responses from appropriate agencies. The Chairman
asked the committee chairmen if this was understood and if they would
be able to meet the appropriate suspense dates--all agreed.
(2) Personnel Security Committee (PSC) coordinate with the
Information Securitv Committee regarding the action raised by the _
Chairman, PSC. 25X1
(3) Personnel Security, Physical Sécurity, and Information
Security coomittees provide their written report by 31 March 1987 to
the Secretariat regarding the status of actions engendered by the
President's report. [::fj - 25X1
4. NEW BUSINESS: Mr. John Hoover, DoD, informed the Group that the
Deputy Under Secretary of Defense for Policy has asked the Chairman, National
Operations Security Advisory Committee (NOAC), to undertake an interagency
review of remote sensing commercial satellites and recommend to the Secretary |
of Defense standards for the guidance of the Secretary of Commerce in meeting |
the national security concerns in the licensing process. Mr. Hoover asked the ‘
Group members to review the draft Terms of Reference (Attachment 3) and to '
provide representation on the NOAC working group as needed. 25X1
ACTION: Committee members review the draft TOR and provide recommended
changes to Mr. Hoover, 697-7641. Committee members having an interest in the
subject are requested to provide representation to the NOAC working group.
Notification of names for the working group are to be provided to Mr. Hoover
at the next IG/CM(P) meeting. ' : 25X1
5. OLD BUSINESS: There was no old business to discuss. 25X1
6. NEXT MEETING: The Chairman announced that the next meeting of the :
IG/CM(P) " wiTT be held on 7 April 1987, 25X1
7. ADJOURNMENT: The meeting adjourned at 1545 hours. [:::] 25X1

4
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